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Abstract– The database systems use the mechanisms of granting and revok-
ing privileges and of authorization control to ensure the security of data.
However, some users such as administrators or persons in charge of secu-
rity have access to comprehensive content of database including patient‘s
information that are of intimate nature and must be discreet. To enhance
the security and avoid illegal access of such users, we propose in this arti-
cle a mechanism using the content-based watermarking technique. Patient’s
information are encrypted and inserted in an image associated to it. This
image, with faculties of object-relational and object-oriented databases, is
directly integrated into the database. To check the integrity of the image we
use the edge map and invariant moments.
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1. Introduction

Data security in medical information system has become a pri-
ority for citizens and for government [1]. The need to accumu-
late, share and analyze personal data is multiple: to improve the
quality of care through electronic medical record. Throughout
the world, governments adopt specific laws to protect the per-
sonal data [2, 3, 4, 5]. However, it is hard to translate these laws
into persuasive technology to ensure their implementation.

Data security has three main properties: confidentiality, in-
tegrity and availability. Overall, the property of confidentiality
prevents illegal access. The property of integrity guarantees de-
tection of any modification of data, whether accidental or ma-
licious. Finally, the property of availability protects the system
against the attacks of denial of service.

Many articles treat and show the importance of security of
medical data but don’t propose means or techniques for imple-
menting this security [1]. In this paper, to implement our se-
cure system, we used the invariant moments, the separation of bit
planes of the image and the Blob object.
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1Binary Large OBject :Data Type on binary format for unstructured Data :Im-
age, Video. . .

In this article we present a secured system for medical
database. The security mentioned in this paper is primarily con-
cerned with the integrity and confidentiality of data. In the first
paragraph, we describe the functionalities of this system in par-
ticular the one of watermarking used like an additional mean to
enhance the integrity and confidentiality in database system. In
the second part, we present the schema of the database. The third
paragraph includes a description of the implementation of this
system.

2. Functionalities of the system

Our system includes the basic functionalities of any informa-
tion management system to insert, view and update data.

In addition, it should allow the practitioner to achieve the fol-
lowing:

• Construction of the watermarked image,

• Storage of the watermarked image,

• Verify the integrity of the medical image,

• Retrieve patient information from the watermarked image,

• Archiving original image.

2.1. Construction of the watermarked image
To ensure the integrity of images and confidentiality, we used

the technique of watermarking where information and images of
the patient are a single entity. The construction of the water-
marked image is one of the main functions of our system. It
includes the following tasks:

• retrieve the original image from database,

• separation of the LSB plane2 of the image (Figure 1),

• construction of signature with the moments [6] of the edge
map3(Figure 2),

2Least Significant Bits plane: the back plane of the image.
3map of points representing contour‘s image.
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Fig. 1. Process of construction and storage of the watermarked image.

• encryption of patient data and signature,

• integration of encrypted data in the LSB,

• construction of the watermarked image.

The process of achieving this function is shown on a mammo-
gram in Figure 1. The information is entered in first step, stored
in the database without any treatment and in particular on the im-
age. In the second step, to get watermarked image, we proceed
to the integration of patient information and our signature using
edge map of the image [7] and invariant moments [8]. The result-
ing image is then stored in database. For reasons of security and
performance of the database, the original image will be saved on
an external: magnetic tape, DVD, etc.

2.1.1. Construction of the signature
The signature is composed of both the edge map and the aver-

age value of functions of moments. On the one hand the moments
of second and third order are known to be invariants of the image.
In other words, the values of these moments remain unchanged
during a change in scale [9], rotation and / or orthogonal trans-
formations [6, 10, 11]. On the other hand, the edge map uniquely
characterizes the image. Any intentional or accidental modifica-
tion of the image of the patient affects this map.

2.1.2. Creating the edge map
The edge map is obtained by applying the operator Laplacian

of Gaussian (LOG) [12] on the original image without LSBs bit-
plane. To increase the ability to integrate and reduce the space
occupied by this map in terms of LSB bits of the image, we have
reduced by a factor of 4 the size of the original image before the
creation of this map. The logic of using the edge map is that any
change on the image will affect the edge and result in the alter-
ation of this map. This map is also used to locate the modified
area. Figure 2 shows the steps for creating the edge map of a
mammography image.

2.1.3. Integration of the signature
The first step is to calculate the average value of the moments

of second and third order on the image of mammography without
LSBs bitplane.

The second step begins with the extraction of the edge map
(Figure 3 (a)), which will be subdivided into blocks of 6×6 pixels.
These blocks are divided in terms of LSB bits to make the diffi-
cult reconstruction of the map to illegal access. The technique of
arrangement consists to replace the right part of the block by the
left part of the neighbouring block and this along a circular well
definite way (Figure 3 (b)).

The LSBs bitplane of the image is then replaced by the en-
crypted data consists of information of the patient, the average
value of the moments of the second and third order, and blocks
of edge.

We used the symmetric AES (Advanced Encryption Standard)
algorithm [8] for data encryption.

2.2. Verification of the image integrity
The verification of the image integrity is a crucial function in

our system. To check the integrity of an image already stored in
the database, we begin by extracting patient’s data and the aver-
age of moments (above cited) from the LSBs bitplane of this im-
age. Then we recalculate moment invariants of the image without
the LSBs bitplane. If the calculated moments is identical to that
extracted from the LSBs bitplane, then the retrieved image is in-
tact. Otherwise, the image has been altered and its integrity is not
preserved. This process is illustrated in Figure 4.

In the case where the image is altered, we can identify the area
affected. We rearrange the edge map integrated in the LSBs bit-
plane by reversing the steps described above. We then compare
the results to edge map of the retrieved image without the LSBs
bitplane. A simple comparison of two maps allows localizing the
affected region (see Figure 4).

This verification process is also shown in Figure 5 with exper-
imental values on a mammography image.
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Fig. 2. Creating the edge map of a mammography image.
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Fig. 3. Rearranging the edge map in blocks of size 6×6 pixels. (a) The edge map is divided into blocks alphabetically ordered along a circular path; (b) The blocks are
arranged continuously.
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Fig. 4. The process of verifying the integrity of the image.

3. Implementation of the system

To develop our system we use Java language and Oracle
DBMS (Database management system). Java was used to design
the user interface and implement the functionalities of the sys-
tem. The Oracle database was used for the storage and retrieval
of data.

3.1. Java

We used Java to develop the user interface on the one hand,
and implement the functionalities of the system on the other.

We chose this language for security, portability and particu-
larly his API (Advanced Programming Interface) with classes of
handling of image.

3.2. The Oracle DBMS

Oracle is a database system that can manage complex objects
like image. The image is either integrated into the database
(BLOB) or outside (BFILE) storing a descriptor of the file con-
taining this image (Figure 6).

In this work, we are interested in BLOB images that allow the
integration of images in the database and hence benefit from the
system database: sharing, confidentiality, consistency, etc.
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Fig. 5. The process of verifying the integrity of a mammography image.
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Fig. 6. Image BLOB and BFILE.
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3.3. Interaction Java / Database

The integration of SQL code in the Java code allows the manip-
ulation of textual data from the database (information about the
patient) using the user interface. This manipulation is provided
by the JDBC interface. In addition, with the ORDImage class
(Java class) we can perform basic operations on images BLOB
(insertion, extraction and modification). The following figure il-
lustrates the interaction between Java and database.

3.4. Structure of the database image

In the following figure, we present the simplified conceptual
diagram of our medical database in terms of UML notation (Uni-
fied Modelling Language).

4. Conclusion

In this article we have implemented a security architecture us-
ing watermarking and encryption techniques in addition to the
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Fig. 8. Conceptual diagram of the medical database.

security provided by database management system. As propri-
eties of the security, we have treated the integrity (Figures 4 and
5) and confidentiality (Figures 1, 2 and 3) of both data and image.

References

[1] D. Gritzalis, A. Tomaras, S. Katsikas, and J. Keklikoglou, “‘data
security in medical information systems: The greek case original
research article,” Computers& Securit, vol. 10, no. 2, pp. 141–159,
1991.

[2] F. W. Hordins, Emerging data protection in Europe. North-
Holland, 1975.

[3] The Data Protection Art, U.K., 1984.
[4] The Hessian Data Protection Act, Wiesbaden, F.K.G., 1987.
[5] The Data Act, Sweden, 1989.
[6] H. Ming-Kuel, “Visual pattern recognition by moment invariants,”

IRE Transactions on Information Theory, vol. 8, pp. 179–187,
1962.

[7] Y. I. Khamlichi, Y. Zaz, M. Machkour, and K. Afdel, “Authen-
tication watermarked system for content based medical image,”
WSEAS Transactions on Signal Processing, vol. 2, no. 5, pp. 826–
830, 2006.

[8] J. Daemen and V. Rijmen, “Aes proposal rijndael, networks,” Tech.
Rep., 1999, http://csrc.nist.gov/CryptoToolkit/aes/index.html.

[9] A. G. Mamistvalov, “n-dimensial moment invariants and concep-
tual theory of recognition n-dimensional solids,” IEEE Transac-
tions on Pattern Analysis and Machine Intelligence, vol. 20, no. 8,
pp. 819–831, 1998.

[10] C. Schmid, “Image matching by local invariants of gray levels:
application to the indexing of a database of objects,” Ph.D. disser-
tation, Institut National de Recherche en Informatique et en Au-
tomatique: National Institute for Research in Computer Science
and Automatic, France, 1996.

[11] O. Tahri and F. Chaumette, “Determination of moment invari-
ants and their application to visual servoing,” Institut National de
Recherche en Informatique et en Automatique: National Institute
for Research in Computer Science and Automatic, Tech. Rep.,
2003.

[12] E. C. Hildreth, “the detection of intensity changes by computer
and biological vision systems,” in Computer Vision, Graphics, and
Image Processing, 1983, pp. 1–27.

M. Machkour is a professor of higher education,
department of Mathematics and computer Sciences,
Ibn Zohr University, Agadir, Morocco. Member of
Laboratory of Computer Systems and Vision, Fac-
ulty of Science, Ibn Zohr University, Agadir Mo-
rocco. Current research interests include Image pro-
cessing, Data security in Information systems, multi-

media information, DataBase System, logic and artificial intelligence.

Y. Idrissi Khamlichi is professor of higher education
at National School of Applied Sciences -Khouribga,
Hassan 1 University, Morocco. Member of Labora-
tory of Computer Systems and Vision, Faculty of Sci-
ence, Ibn Zohr University, Agadir, Morocco. Current
research interests include Image processing, Data se-
curity and Information systems.

A. Karim is PhD in Aix Marseille French University
in analysis and medical image processing. He is Di-
rector of research Laboratory in Computer Systems
and Vision, Faculty of Science, Agadir. He is Local
representative of the center of excellence in science
and technology of information and communications
”STIC”. Currently, he is professor of higher educa-

tion at the Ibn Zohr University Agadir Morocco. Current research inter-
ests are Image processing, Data security, multimedia Information, clas-
sification and Distributed System.


